	This form must be completed for each new policy and at each premium anniversary. If more space is needed to answer any of the questions contained herein, attach additional sheets. 


APPLICATION FOR A

COMPUTER CRIME POLICY FOR FINANCIAL INSTITUTION
Application is hereby made by       
                                                                                                               (List all Insureds)

Principal Address
     
     
     
     
     
 (herein called Insured)

                                          (No.)               (Street)                                                 (City)                                           (State)                    (Zip Code)
For a Computer Crime Policy for Financial Institution, to become effective as of 12:01 a.m. on       to 12:01 a.m.

on        in the Aggregate Limit of Liability of $        
Date Insured was established      
Name of prior carrier       
1. Insured is a (check the appropriate box):  Commercial Bank   FORMCHECKBOX 
, Savings Bank   FORMCHECKBOX 
, Savings and Loan Association   FORMCHECKBOX 
, Credit Union  FORMCHECKBOX 
, Stockbroker  FORMCHECKBOX 
, Investment Banker  FORMCHECKBOX 
, Finance Company  FORMCHECKBOX 
, Insurance Company  FORMCHECKBOX 
, Other   FORMCHECKBOX 
         
	2.
For all Insureds, show the total number of:
	No. of

	
(a)
Salaried officers, employees and persons provided by employment contractors

	     

	
(b)
Locations (other than the Home Office of the first Named Insured) in the U.S., Canada, Puerto Rico and Virgin Islands
	     

	
(c)
Number of locations outside the U.S., Canada, Puerto Rico and Virgin Islands
	     


	3.
Requested Coverages
	
	
	

	Form of Coverage
	
	Single Loss Limit
	Deductible

	(a) 
Is Computer to Computer Systems Fraud - Access Credentials

- Commercial Accounts Coverage desired?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	$     
	$     

	(b) 
Is Computer to Computer Systems Fraud - Access Credentials

- Consumer Account Coverage desired?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	$     
	$     

	c) 
Is Computer to Computer Systems Fraud - Access Credentials

- Hacker or Interioper Coverage desired?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	$     
	$     

	d) 
Is Fraudulent Transfer Instructions Coverage desired?

If “Yes,” what is the dollar amount of the verification threshold to the originator of an instruction?  $     
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	$     
	$     

	e) 
Is Fraudulent induced Transfer Coverage desired?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	$     
	$     


	4.
Underwriting Information
	
	
	

	
(a)
Insured’s Computer System(s)
	
	

	For the Computer System(s) you operate or to which you control access,  whether owned or leased by you or housed and maintained by a third party service provider, complete the following:

	(1)
Number of independent software contractors authorized to design, implement or service programs for your System(s)      

	(2)
Is access to your System(s) by customers, agents, brokers or other outside parties permitted (e.g. web portal or touchtone telephone key pad, etc.)?         FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No


	(b)
Other Computer Systems

	(1)
Check if coverage is desired for:

	
Automated Clearing Houses using Federal Reserve Computer facilities  FORMCHECKBOX 
, Fed Wire  FORMCHECKBOX 
, CHIPS  FORMCHECKBOX 
, SWIFT  FORMCHECKBOX 


	(2)
List below other Computer System(s) for which coverage is desired: 


	Computer System(s)

	     

	     

	     


	(c)
Computer Controls
	

	(1)
How often are employees required to change their computer passwords?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(2)
Do you change passwords when employees leave the company
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(3)
Is transmitted data encrypted?  
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(4)
Do you utilize port security that detects unusual activity?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(5)
Do you have written guidelines for employee regarding Internet usage?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(6)
Is your computer system protected by firewalls?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(7)
Do you use intrusion detection software?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(8)
Do you maintain a firewall log?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(9)
Do you use anti-virus software?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(10)
Do you provide employees with remote access to your computer system?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(11)
Describe how you verify the identity and access authority of the outside parties (customers, contractors, vendors, etc)       
	

	(12)
Describe how you control access by outside parties (passwords, biometrics, etc.)       
	

	(13)
Do you back up your computer data?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(14)
Do you have security audits of your computer systems performed on a regular basis?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(15)
Has your computer system ever been invaded by a hacker, interloper or virus?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	Please provide details and describe what controls have been implemented to prevent attacks in the future.        
	


	(d)
Controls – Wire Transfers
	

	(1)
Do you have procedures to verify the identity and authenticity of new vendors before entering into transactions with them?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	If so, explain your screening procedures for new vendors.        
	

	
	

	(2)
Indicate whether you implement the following specific procedures:
	

	i) Investigate new vendors through a credit reporting agency
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	ii) Verify and confirm the vendor’s bank account information (account numbers, routing numbers, bank name and address) by calling the bank directly
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	iii) Verify any request to change the vendor’s bank account information by calling the vendor at a telephone number previously provided by the vendor
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	iv) Verify and confirm that the amount requested to be transferred equals the amount due to the vendor
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	v) Require review of any changes of the vendor’s bank account information (account numbers, routing numbers, bank name and address) by a supervisor before the change is made in your records
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	vi) Require vendors to maintain a crime insurance and cyber liability insurance policy
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	
	

	(3)
Do you accept funds transfer instructions from vendors over the telephone, or by fax, email or some other electronic communications method?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	If yes, please describe your procedures to authenticate the instructions        
	

	
	

	(4)
Do you accept funds transfer instructions from your employees, officers and owners over the telephone, or by fax, email or some other electronic communications method?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	If yes, please describe your procedures to authenticate the instructions        
	

	
	

	(5)
Do you verify any request to transfer funds made by an employee, officer or owner by calling back the employee, officer or owner at the telephone number listed in your company directory?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(a)
Is there a written policy or protocol regarding wire transfers?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(b)
Is there a segregation of duties when effecting a wire transfer?  
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(c)
What is the average monthly number of fund transfers?
	     

	(d)
What is the largest single amount that can be transferred?
	     

	(e)
Do all your employees receive training on social engineering or phishing scams?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(f)
Do wire transfers to an account outside the United States require review and approval by a supervisor?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	(g)
Is the authority to execute wire transfers limited to specified employees?
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No


	5.
Has any insurance similar to the kinds provided under this policy, been declined or canceled during the past three years? 
	 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No

	If “Yes”, explain:      



	6.
List all losses sustained in the past three years for any insurance similar to the kinds provided under this policy, whether reimbursed or not 
from 
     
to 
     
               (month, day, year)                       (month, day, year)

	
Check if none  FORMCHECKBOX 



	
Date
of
Loss
	
Type
of
Loss
	
Amount
of
Loss
	
Amount
Recovered
from Insurance
	Amount
Recovered
from other
than Insurance
	
Amount
of Loss

Pending
	If Loss occurred
at other than
Main office,

state location

	     
	     
	$     
	$     
	$     
	$     
	$     

	     
	     
	$     
	$     
	$     
	$     
	$     

	     
	     
	$     
	$     
	$     
	$     
	$     

	     
	     
	$     
	$     
	$     
	$     
	$     

	     
	     
	$     
	$     
	$     
	$     
	$     


NOTICE TO ALABAMA APPLICANTS: ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR WHO KNOWINGLY PRESENTS FLASE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO RESTITUTION, FINES, OR CONFINEMENT IN PRISON, OR ANY COMBINATION THEREOF.
NOTICE TO ALASKA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE AN INSURANCE COMPANY FILES A CLAIM CONTAINING FALSE, INCOMPLETE OR MISLEADING INFORMATION MAY BE PROSECUTED UNDER STATE LAW.

NOTICE TO ARIZONA APPLICANTS:  FOR YOUR PROTECTION ARIZONA LAW REQUIRES THE FOLLOWING STATEMENT TO APPEAR ON THIS FORM.  ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS IS SUBJECT TO CRIMINAL AND CIVIL PENALTIES.
NOTICE TO ARKANSAS, DISTRICT OF COLUMBIA, LOUISIANA, RHODE ISLAND & WEST VIRGINIA APPLICANTS:  ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO CALIFORNIA APPLICANTS:  FOR YOUR PROTECTION CALIFORNIA LAW REQUIRES THE FOLLOWING TO APPEAR ON THIS FORM.  ANY PERSON WHO KNOWINGLY PRESENTS FALSE OR FRAUDULENT CLAIM FOR THE PAYMENT OF A LOSS IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN STATE PRISON.

NOTICE TO COLORADO APPLICANTS:  IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, DENIAL OF INSURANCE AND CIVIL DAMAGES.  ANY INSURANCE COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR INFORMATION TO A POLICY HOLDER OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD THE POLICY HOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE FOR INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN THE DEPARTMENT OF REGULATORY AGENCIES.

NOTICE TO DELAWARE APPLICANTS:  ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, FILES A STATEMENT OF CLAIM CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

NOTICE TO FLORIDA APPLICANTS:  ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE, DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING INFORMATION IS GUILTY OF A FELONY OF THE THIRD DEGREE.

NOTICE TO IDAHO APPLICANTS:  ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO DEFRAUD OR DECEIVE ANY INSURANCE COMPANY, FILES A STATEMENT CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

NOTICE TO INDIANA APPLICANTS:  A PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD AN INSURER FILES A STATEMENT OF CLAIM CONTAINING ANY FALSE, INCOMPLETE, OR MISLEADING INFORMATION COMMITS A FELONY.

NOTICE TO KANSAS APPLICANTS: ANY PERSON WHO, KNOWINGLY AND WITH INTENT TO DEFRAUD, PRESENTS, CAUSES TO BE PRESENTED OR PREPARES WITH KNOWLEDGE OR BELIEF THAT IT WILL BE PRESENTED TO OR BY AN INSURER, PURPORTED INSURER, BROKER OR ANY AGENT THEREOF, ANY WRITTEN, ELECTRONIC OR RECORDED STATEMENT AS PART OF, OR IN SUPPORT OF, AN APPLICATION FOR THE ISSUANCE OF, OR THE RATING OF AN INSURANCE POLICY FOR PERSONAL OR COMMERCIAL INSURANCE, OR A CLAIM FOR PAYMENT OR OTHER BENEFIT PURSUANT TO AN INSURANCE POLICY FOR COMMERCIAL OR PERSONAL INSURANCE WHICH SUCH PERSON KNOWS TO CONTAIN MATERIALLY FALSE INFORMATION CONCERNING ANY FACT MATERIAL THERETO; OR CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO KENTUCKY APPLICANTS:  ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS, FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME.

NOTICE TO MAINE APPLICANTS:  IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR DENIAL OF INSURANCE BENEFITS. 

NOTICE TO MARYLAND APPLICANTS:  ANY PERSON WHO KNOWINGLY OR WILLFULLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR WHO KNOWINGLY OR WILLFULLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN PRISON.

NOTICE TO MINNESOTA APPLICANTS:  A PERSON WHO FILES A CLAIM WITH INTENT TO DEFRAUD OR HELPS COMMIT A FRAUD AGAINST AN INSURER IS GUILTY OF A CRIME.

NOTICE TO NEW HAMPSHIRE APPLICANTS:  ANY PERSON WHO, WITH A PURPOSE TO INJURE, DEFRAUD OR DECEIVE ANY INSURANCE COMPANY, FILES A STATEMENT OF CLAIM CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS SUBJECT TO PROSECUTION AND PUNISHMENT FOR INSURANCE FRAUD AS PROVIDED IN RSA 638:20. 

NOTICE TO NEW JERSEY APPLICANTS:  ANY PERSON WHO INCLUDES ANY FALSE OR MISLEADING INFORMATION ON AN APPLICATION FOR AN INSURANCE POLICY IS SUBJECT TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO NEW MEXICO APPLICANTS:  ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO CIVIL FINES AND CRIMINAL PENALTIES.

NOTICE TO NEW YORK APPLICANTS:  ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO BE SUBJECT TO A CIVIL PENALTY NOT TO EXCEED FIVE THOUSAND DOLLARS AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.

NOTICE TO OHIO APPLICANTS:  ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE STATEMENT IS GUILTY OF INSURANCE FRAUD.

NOTICE TO OKLAHOMA APPLICANTS:  WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY.

NOTICE TO OREGON APPLICANTS:  ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING A FALSE OR DECEPTIVE STATEMENT MAY BE GUILTY OF INSURANCE FRAUD.

NOTICE TO PENNSYLVANIA APPLICANTS:  ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES.

NOTICE TO TENNESSEE, VIRGINIA & WASHINGTON APPLICANTS:  IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE COMPANY.  PENALTIES INCLUDE IMPRISONMENT, FINES AND DENIAL OF INSURANCE BENEFITS.

NOTICE TO TEXAS APPLICANTS:  ANY PERSON WHO KNOWINGLY PRESENTS FALSE OR FRAUDULENT CLAIM FOR THE PAYMENT OF A LOSS IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES AND CONFINEMENT IN STATE PRISON.

NOTICE TO VERMONT APPLICANTS:  ANY PERSON WHO KNOWINGLY PRESENTS A FALSE STATEMENT IN AN APPLICATION FOR INSURANCE MAY BE GUILTY OF A CRIMINAL OFFENSE AND SUBJECT TO PENALTIES UNDER STATE LAW.
The Insured represents that the information furnished in this application is complete, true and correct. Any misrepresentation, omission, concealment or incorrect statement of a material fact, in this application or otherwise, shall be grounds for the rescission of any policy issued in reliance upon such information.

Dated at       this       day of      , 20     

     
     
___________________________________________________________  By __________________________________________________________
                                               (Insured)                                                                                                             (Name and Title)
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